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Ransomware targets victims through Visa deals

Credit card-based scams are nothing new -- but ransomware makes these campaigns far more
dangerous.

By Charlie Osborne for Zero Day | March 2, 2016 -- 11:51 GMT (03:51 PST) | Topic: Security
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Symantec

If you have a Visa credit card, be careful not to fall for a new ransomware phishing campaign which offers you benefits and

rewards, researchers say.

A new and unusual phishing campaign has caught the eye of Symantec. Tthe scheme relates to credit cards -- but attempts

to lure consumers to download ransomware instead of handing over their financial details.
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While fraudulent credit-card based spam is nothing new, the introduction of ransomware into the mix is a new avenue

cyberattackers are using to try and force people out of their hard-earned cash to keep their system files and content.

The news follows the latest high-profile infection case to hit the headlines; that of two German hospitals which became

victims of ransomware (http://www.zdnet.com/article/cybercriminals-hold-german-hospitals-to-ransom/) which booted the organizations

out of their servers and IT systems. Neither hospital has bowed to the cyberattacker's demand for payment.

According to researchers from Symantec (http://www.symantec.com/connect/fr/blogs/spam-offering-fake-visa-benefits-rewards-leads-

teslacrypt-ransomware), the new phishing campaign pretends to offer Visa rewards and benefits as bait to lure victims into

downloading malicious files containing ransomware.

The emails are crafted to appear from Visa Total Rewards and include information pertaining to the credit card's reward

schemes. An archived file is attached to these emails as a whitepaper which contains additional information about rewards

for customers -- however, if the file is opened, the victim will see nothing more than an obfuscated JavaScript file.
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Why CloudFlare can never satisfy

If a victim opens the file, the JavaScript downloads TeslaCrypt 2.0, a well-known Trojan which was upgraded in 2014 to 2015

and is still not crackable through free encryption tools.

Older versions stored decryption keys in files and used weak encryption algorithms which gave researchers the opportunity

to develop tools to remove the malware -- but, unfortunately, the latest version uses the system registry instead

(https://blog.kaspersky.com/teslacrypt-strikes-again/10860/) and there is no cracking software currently available.

Once downloaded, the ransomware encrypts all user files and locks the system. TeslaCrypt then launches a holding screen

and demands a payment of 1.2BTC -- approximately $500 -- to be paid within 160 hours if users wish to retrieve access to

their files. If this does not happen and the user refuses, the fee doubles to $1000.

The ransomware offers users the chance to select and decrypt a single file for free

to place additional pressure on them to pay -- as well as prove the other files are out

 

There’s a new SQL. Find out why it has no equal.
Sponsored by Microsoft

(http://bttrack.com/Click/Native?

data=OuJifVtEKZqw3Cw4Y_4tSrNTHqsBovsZeSZsBNpUuFsclN3cOdNakm9eRQr1ZPp8_NS3T1moDCbkM12a0JYlMDdTnhGNhrwpL13h7FaVFvUROPGDn6IT216BXX6k0nkGTNeTm7YPmNYg5R3eGe9kX9QI72LxRTe5rD-

5tza4On79wPnmMlloQF2MmE5i3kMX_x-gG_ys_lH0Y4Ejfs99pYa4AVbOuyfJlhpOYbyVWGJyUd8gNhPsNBAti-

z2AEP7oYQBadcOW48JtSViXiqR2gNy4gI6i90NQMFtWHNHo5XbB7hLvs0UGHL2QGrgDAB6ne3G4HHPKfG-QaqSj6zMXXW39bJkCE4KL7I4tiI1)

MORE SECURITY NEWS

http://www.zdnet.com/article/cloudflare-can-never-satisfy-tor-core-and-shouldnt-try/
https://blog.kaspersky.com/teslacrypt-strikes-again/10860/
http://bttrack.com/Click/Native?data=OuJifVtEKZqw3Cw4Y_4tSrNTHqsBovsZeSZsBNpUuFsclN3cOdNakm9eRQr1ZPp8_NS3T1moDCbkM12a0JYlMDdTnhGNhrwpL13h7FaVFvUROPGDn6IT216BXX6k0nkGTNeTm7YPmNYg5R3eGe9kX9QI72LxRTe5rD-5tza4On79wPnmMlloQF2MmE5i3kMX_x-gG_ys_lH0Y4Ejfs99pYa4AVbOuyfJlhpOYbyVWGJyUd8gNhPsNBAti-z2AEP7oYQBadcOW48JtSViXiqR2gNy4gI6i90NQMFtWHNHo5XbB7hLvs0UGHL2QGrgDAB6ne3G4HHPKfG-QaqSj6zMXXW39bJkCE4KL7I4tiI1


3/2/2016 Ransomware targets victims through Visa deals | ZDNet

http://www.zdnet.com/article/ransomware­targets­victims­through­visa­deals/ 5/12

Tor die-hards, and shouldn't try
(http://www.zdnet.com/article/cloudflare-

can-never-satisfy-tor-core-and-shouldnt-

try/)

HPE bulks up security offerings for
mobile, cloud and IoT
(http://www.zdnet.com/article/hpe-bulks-

up-security-offerings-for-mobile-cloud-and-

iot/)

Millions of OpenSSL secured
websites at risk of new DROWN
attack
(http://www.zdnet.com/article/dont-let-

your-openssl-secured-web-sites-drown/)

Three years until connected cars
are cyberattack-proof?
(http://www.zdnet.com/article/three-

years-until-connected-cars-are-cyber-

attack-proof/)

'Fingerprint' security flaw ramps up
malvertising campaigns
(http://www.zdnet.com/article/fingerprint-

security-flaw-ramps-up-malvertising-

campaigns/)

of reach if the ransom is not paid.

Your friendly neighborhood cyberattacker also provides a contact form to help

victims struggling to make the payment.

Symantec says the campaign began as early as 17 February and remains ongoing.

The cybersecurity firm's tracking suggests the peak may have already passed, but

cyberattackers who utilize ransomware are nothing if not persistent, and so it would

not a surprise if more spikes and ramped-up activity appears in the months to come.

The phishing campaign is targeting English-speaking countries, with the majority of

spam being sent to the UK and the United States.
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See also: New Cryptowall ransomware makes locked files even harder to recover (http://www.zdnet.com/article/new-badly-

coded-windows-ransomware-destroys-data-by-mistake/)

In order to limit the damage ransomware and other strains of malware can cause to your PC, you should backup your files

on a regular basis. If you are unfortunate enough to become a victim of ransomware, the first thing to do is pick up another

device and do some research -- as some security companies offer free unlocking software

(http://www.zdnet.com/article/ransomware-rescue-kit-released-to-combat-criminal-enterprise/) for some ransomware families.

If not, consult a professional to see if there is the possibility of eradicating the malware without being forced to pay the

ransom.
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Windows 10 tip: Access symbols, emojis, and other special characters

Entering special characters, including foreign currency symbols, fractions, and emoji, is a
cumbersome task on most physical keyboards. Use this hidden Windows 10 option to open an on-
screen keyboard that puts all those options at your fingertips.

By Ed Bott for The Ed Bott Report | March 2, 2016 -- 12:14 GMT (04:14 PST) | Topic: Windows 10
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2ba1a814875d/win10-

Entering special characters in Windows can be inconvenient if those characters aren't supported

directly by your desktop or laptop keyboard. In earlier versions of Windows, your only options are to

memorize ANSI codes (which require a numeric keypad to enter) or to use an external utility.

With Windows 10, there's an easier option: Use the touch keyboard. Don't be fooled by that name.

The touch keyboard responds just fine to mouse clicks. This keyboard appears automatically if

you're using a touchscreen-equipped Windows 10 PC in Tablet PC mode. Here's how to make sure
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http://www.googleadservices.com/pagead/aclk?sa=L&ai=CeYyd1ETXVrXxLY2tmAS6j7qgBO7p1_IH1q6fjLwCnomG3akFEAEgzJGuImDJ5raLwKTYD6ABytr12wPIAQHgAgCoAwHIA5sEqgTHAU_QOK5xQz4yPjmlq4tKQ1XPS1kKqwrKr81E3DfZzG1030P93cmCehowbyXytJc9vKYin2sVNq7VCfgs4j56Fb1ZOzV3vyc4wZ40FQVR5xf7KxJIHzPnYtPloCl8MAJT0efZ4-BqjdNLhG6lB_XVOcthTn7F5Kl-POuKtKCoN22EhnYkm0GfJO9QDyMM86Gka1JJLs9ThWyiCG2YQKCM_aWgOOTkjnCl88fUM99JtCB2Yva-sh4ysS8dWWtUV6KcU2ce1w2YHqngBAGIBgGAB56liiSoB6a-G9gHAdgTCA&num=1&cid=5Gh4x9KGGAxJodyMrS_eR2nD&sig=AOD64_19Vox9qEs4BAdMEw6DbywyoFpAoA&client=ca-pub-1991679624331369&adurl=http://clickserve.dartsearch.net/link/click%3Flid%3D43700009421046958%26ds_s_kwgid%3D58700001003437217%26%26ds_e_adid%3D84661874958%26ds_e_matchtype%3Dcontent%26ds_e_device%3Dc%26ds_e_network%3Dd%26%26ds_url_v%3D2%26ds_dest_url%3Dhttp://www.netapp.com/us/forms/hcdf-dummies-ppc.aspx%26ref_source%3Dntp-%5B*Campaign*%5D__www.zdnet.com_boomuserlist%253A%253A49992318_c_%5B*TrackerID*%5D
http://www.zdnet.com/meet-the-team/us/ed+bott/
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it's at the ready even if you're using a conventional PC without a touchscreen.

Right-click any empty space on the taskbar to open the taskbar customization menu and then click

the Show touch keyboard button option.

That action immediately adds a new button just to the left of the clock on the right side of the taskbar. Click that button

while working in any desktop program or Windows 10 app to slide up the on-screen keyboard. Here are a few things you

can do:

Click any letter or symbol to see variations of that letter, including those with accents and diacritical marks. On the

symbols layout, for example, click and hold the 1/2 symbol to see eight additional fractions.

Click the button labeled &123 to change from the standard QWERTY layout to one filled with symbols. Use the right and

left arrows just above that button to display a second screen full of symbols, including symbols for the Euro and British

Pound on a U.S. English configuration.

Click the smiley face to display a keyboard layout filled with emojis and emoticons. Use the icons to the right to change

to different groups of emojis, each of which has additional layouts available using the left and right arrow below Tab.

Click anywhere outside the keyboard or resume typing on your physical keyboard to hide the touch keyboard.

Previous tip: How to access Cortana's secret calculator 

Next week: Another Windows 10 tip from Ed Bott (http://www.zdnet.com/article/windows-10-tip-how-to-access-cortanas-secret-

calculator/)

JOIN DISCUSSION
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